
PositionPaper
Our view on Safety

 
Electrical)safety)
Electrical)safety)refers)to)the)overall)amount)of)measures)that)have)been)taken)to)avoid)electrocution)of)
persons,)avoid)damage)to)devices)caused)by)power)disturbances)and/or)polluted)power)provisioning,)and)
;inally,)avoid);ire)caused)by)sparks)or)excessive)heat)generation.))

Protection)against)Radiation)
Radiation)safety)refers)to)the)limitation)of)RF)(i.e.)radio)frequency),)microwaves)(e.g.)the)microwave)oven,)
mobile)phone))but)also) radioactive) radiation) (e.g.)most) smoke)detectors) contain) radioactive)elements).)
Especially)microwaves) are) to) be) avoided) due) to) the) fact) that) they) interact) at)molecular) level) (e.g.) the)
heating)of)all)waterCbased)materials)…)such)as)the)human)body,)brains)etc.).)Since)longCterm)impacts)are)
unknown,)it)is)better)to)prevent)than)to)cure.)

Chemical)safety)
Chemical) safety) refers) to) the) avoidance) of) using) products) containing) potentially) hazardous,) toxic,) or)
allergic)products.))

Physical)safety)
Physical)safety)refers)to)the)use)of)products)and/or)solutions)that)avoid)injuries)(e.g.)burrs,)sharp)edges,))
slippery)surfaces,)etc.).))

Prevention)and)detection)of)Fire,)Smoke)and)Gas)
This)topic)refers)to)the)avoidance,)detection)and);ighting)of);ire)and)gas.)all)detection)and);ighting)systems)
have)a)redundant)concept)in)order)to)ensure)Cas)mach)as)possibleC)a)failsafe)operation.)

Protection)against)Assault,)Banditry)and)Aggression)
Assault) is)not)to)be)confused)with)burglary.)A)burglars’)primary)goal) is) to)avoid)personal)contact)by)all)
means) and) to) get) as)much) valueCgoods) as) possible) in) as) little) time) as) possible.) As) such,) he)will) avoid)
drawing)attention)and)will) interrupt)his) action)as) soon)as) something)or) someone) interferes.)Assault) is)
completely)different)in)that)it)is)not)limited)by)the)use)of)blind)violence.)Criminals)can)not)be)stopped)with)
antiCburglary)measures)and)therefore)assault)is)de;ined)as)a)separate)safety)object)

Burglary)and)Access)Control))
Burglary) safety) (i.e.) security)) refers) to) all)measures) taken) to) avoid) and) detect) burglary.) Van)Welleman)
Villas®)considers)anything)beyond)burglary)detection)being)a)form)of)assault.)The)latter)is)done)to)ensure)
our)customers)safety,)regardless)of)the)type)of)intruder.)

Protection)of)Privacy,)Personal)Data)and)Home)Automation)
Data)safety)refers)to)all)possible)measures)to)protect)the)residential)data)(i.e.)personal)data,)audio,)video,)
home)automation))from)the)outside)world.)In)fact,)all)vital)systems)(e.g.)the)industrial)automation)system))
are) completely) separated) from) the) Internet)and)use)a)unique)and)proprietary) “analog”) communication)
technique.)Physical)VLAN’s)are)used)for)local)storage)and)video)surveillance)for)additional)safety.)

Many) forms) of) safety) (not) to) be) confused)with) security!)) exist) and) all) of) them)need) to) be)
taken) into) account) in) order) to) ensure) the) best) possible) overall) safety.) That) is) why) Van)
Welleman)Villas®)de;ined)no)less)than)eight)different)forms)of)safety,)enabling)us)to)measure)
and)quantify) the)degree)of)safety.)As)such,)we)are)able)to)enforce)progress)and)continuous)
growth)in)excellence.
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!ig$1.)Some)of)our)safetyCrelated)White)Papers.)
(e.g.$3D+Modular$Enclosure$for$Ballistic$Payloads,$Mains$Lightning+Hit$Protection,$Safe$Path$Electrical$Cabling)$

Safety)related)“Abstracts”)(i.e.$“what$is$so$special$about$Van$Welleman$Villas?”))
))C)"Protection)against)burglary)and)aggression")
))C)"Electrical)safety")
))C)...)

Safety)related)“WhiteFPapers”)(i.e.$“what$is$the$technology$behind$it?”))
))C)"SafeCPath)Electrical)Wiring”)(safe$electrical$cabling$ready$for$the$future))
))C)"CriticalCPath)Electrical)Wiring”)(secured$power$provisioning$for$power+hungry$devices))
))C)“1C2C3)Simplicity)Control”)(thee+button$alarm$activation$everywhere$in$home))
))C)"Assault/HackerCProof)Residential)Automation”)(protected$against$professional$burglars))
))C)"Staged)Differential)Protection”)(protected$against$failing$residual$current$protection$and$automatic$fuses))
))C)"ElectricCspark)Detection”)(detecting$a$!ire$before$it$started))
))C)“Protection)against)Mains)Lightning)Hits”)(preventing$high+power$electric$surges$from$entering$your$home))
))C)"Cooker)deCActivation”)(combining$professional$gas$cookers$and$))
))C)"BlastCProof)Shelter”)(protected$against$serious$crime$and$assault))
))C)"Panic)Floor”)(the$safety$of$a$panic+room$with$the$liberty$and$comfort$of$a$whole$!loor))
))C)“3CD)Modular)Enclosure)for)Ballistic)Payloads”)(ballistic$protection$with$a$future$growth+path))
))C)"Integrated)Safety)(Pool,)Kitchen,)Ciné)…)”)(a$home$is$only$safe$…$when$everything$is$safe))
))C)"Integrated)Power)Management”)(comfortable$energy$ef!iciency))
))C)“SafeCPool”)(safe$swimming$for$children,$disabled$and$the$elderly))
))C)"Security)Server”)(protecting$your$home$agains$hackers,$institutions$and$governments)$
))C)"Redundant)Technical)Conducts”)(power$availability$under$the$most$extreme$circumstances)))
))C)...)

Safety)related)“Case)Studies”)(i.e.$“what$does$this$mean$for$me?”))
))C)“Help,)my)husband)has)a)heart)attack")
))C)"An)accident)in)the)swimming)pool")
))C)“Help,)there)is)a)burglar)in)our)home")
))C)...)
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WhitePaper
Modular enclosure for ballistic payloads

NATO%ballistics%
Refers&to&the&7.62×51mm&SC&NATO&bullets.&&
(picture:&impact&of&7.62SC&on&steel&plate)&

Grenade%fragments%
The&grenades&referred&to&are&hand&grenades&of&
the&types&M26&/&M26A1&/&M61.&

Armor%piercing%ballistics%
Refers&to&the&7.62×51mm&NATO&HC/AP&bullets.&
(picture:&7.62HC&penetrating&steel&plate)&

Explosion%proof%
Refers& to&hand&grenades&with& a&blast& radius&of&
15m&or&less.&

Bullet%refracting%
Bullet& refraction& is& performed& with& NATO& SC&
ballistics&with&an& impact&angle&superior&to&30°.&
Bullet& refraction& is& strongly& inOluenced& by& the&
type&of&ballistics.&

The&major&advantage&of&an&enclosure&with&modular&ballistic&
payloads&over&a&“traditional”&bulletproof&door&is&that&it&is&far&
more& robust,& that& it& supports& a& multitude& of& ballistic&
architectures,&and&that&it&also&is&upgradable&afterwards.&&

Traditional& bulletUproof& doors& protect& against& simple&
Magnum&ballistics.&Only& the&more&complex&variants&of& these&
doors& will& protect& you& against& NATO& ballistics,& but& that& is&
about& as& good& as& it& gets.& Also& note& that& NATO& ballistics&
traveling& at& 850& m/s& easily& pierce& MagnumUproof& security&
doors.& On& top& of& that,& these& “traditional”& solutions& do& not&
protect&against&violent&persistent&attacks.&

The& “Basic”& modular& enclosure& we& use,& already& offers& a&
protection& against& NATO& ballistics& as& well& as& grenade&
fragments!&This&entry&system&has&a&weight&of&over&1&Ton&and&
is&engineered&to&expand&to&a&conOiguration&with&a&weight&of&2&
Tons,&hydraulics&and& locking&mechanisms&not& included!&The&
basic& system& uses& a& stainless& steel& enclosure& with& special&
alloy&steel&plates&combined&with&a&sandwich&of&carbon&Oibers.&

The& “HighUSecurity”& solution& goes& signiOicantly& further& by&
protecting& against& armor& piercing& ballistics& that& easily&
penetrate& a& VK16& Leopard& tank.& It& uses& a& stainless& steel&
enclosure& with& titanium& plates& combined& with& ballistic&
ceramics&and&a&sandwich&of&Kevlar®&Oibers.&

Protection& against& handUgrenade& blasts& is& also& included& in&
the& HighUSecurity& version.& The& latter& is& done& through& a&
combination&of&mass& inertia,& shockUwave&ducting&and&waveU
energy&absorption.&&

Van& Welleman& Villas®& includes& all& of& these& extreme&
requirements& into& the& engineering& speciOications& of& its&
constructions& to& ensure& a& maximal& protection& against&
potential&future&aggression.&&

These&measures&might&seem&extreme,&but& they&do&make&the&
difference&in&a&life&threatening&situation.&This&solution&is&part&
of&the&holistic&security&approach&of&Van&Welleman&Villas®.&&

The&“Basic”&solution&is&mandatory&and&thus&always&included&
in&our&offer,&the&“HighUSecurity”&version&is&optional.&

Instead& of& using& traditional& bulletproof& doors& for& its& submerged& shelter,& Van& Welleman&
Villas®&decided&to&implement&a&heavyweight&enclosure&with&modular&ballistic&payloads.&This&
unique&approach&Ua&worlds&Oirst&in&the&residential&environmentU&protects&against&violent&and&
persistent& attacks&with& Kalashnikovs& and& lethal& grenades.& As& such,& the& level& of& protection&
ranges& from& NATO& ballistics& (e.g.& NATO& 7.62& SC)& for& the& “Basic”& version,& up& to& explosion&
shockwaves& and& armor& piercing& ballistics& (e.g.& NATO& 7.62& HC/AP)& for& the& “High& Security”&
version.
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!ig$2.+“Kelvin”+setup+(left)+versus+“T”+setup+(right).+
(source+Rayvoss)+

!ig$3.+Physical+(left)+&+circuit+(right)+presentation+of+a+7&module+setup.+
(optional)+

!ig$1.+3&stage+mains+protection+against+direct+lightning&hits.+
(standard)+

Industrial+NEOZED+Fuses+Industrial+Surge+Arrestor+Carrier8Class+Surge+Protec;on+Module+Main+Circuit8Breaker+

1+ 2+ 3+

No#contact#loss#(!)

WhitePaper
Protection against Mains Lightning-hits

Surge&Protection&Modules&
Heavy&duty,+non&destructive+surge+arrestors+for+

industrial+electrical+installations.+

Ensuring+an+effective+barrier+against+Direct&hit+Lightnings+on+
the+ Power+ Network+ requires+much,+much+more+ than+ just+ a+
small+ Bilter+ in+ a+ power+ rail.+ The+ reason+ therefore+ is+ that+
surges+represents+thousands+of+Volts+leading+to+shorts+of+up+
to+150.000+Amps+(!)+or+more.+Such+a+massive+force+of+nature+
can+not+be+ stopped+with+ simple+ Bilters+ you+buy+ in+ the+ store+
around+the+corner.+That+is+why+Van+Welleman+Villas®+uses+&by+
default&+ three+ consecutive+ barriers+ against+ power+ surges+…+
on+ top+ of+ an+ already+ exceptional+ electrical+ system+ (note:+
surge&protected+ power+ rails+ with+ 7+ modules+ in+ the+ power+
cabinet+are+optional).+++

Carrier3Class&Surge&Protection&Modules&
The+Birst+and+most+ important+barrier+protects+against+direct+
lightning+impacts+in+close+proximity+(i.e.+next+to+your+house).+
To+ ensure+ continuous+ operation+ under+ the+ heaviest+
conditions+we+use+the+very+best+systems+available.+In+fact,+our+
surge+ protection+ module+ is+ the+ same+ heavy&duty,+ non&
destructive+ (they+ continue+ working+ after+ a+ direct+ hit)+
Raycap®+surge+protection+as+used+in+power+plants+around+the+
world.++

For+ maximal+ performance+ we+ only+ use+ the+ “direct”+ or+
“Kelvin”+ connection+ instead+ of+ the+ conventional+ “T”+
connection.+ As+ an+ example+whereas+ “traditional”+ DIN+ surge+
arrestors+have+a+weight+of+approximately+100g,+the+Raycap®+
surge+protection+modules+have+a+weight+exceeding+20Kg+(!).+++
Also,+Raycap®+surge+modules+do+not+explode+upon+a+lightning+
impact+(compared+to+traditional+surge+arrestors).+

Industrial&Surge&Arrestors&
The+second+barrier+consists+out+of+a+series+of+DIN&rail+surge+
protectors+(one+per+phase)+protecting+against+secondary+(or+
inductive)+medium&energy+surges.+

NEOZED&Circuit3Breakers&
Last+but+not+least,+NEOZED+based+circuit&beakers++are+used+as+
an+ ultimate+ protection+ should+ all+ other+ measures+ fail+ to+
protect.+ The+ NEOZED+ fuses+ are+ housed+ in+ modular+
enclosures+that+are+mounted+on+traditional+DIN&rail+systems+
in+the+electrical+cabinet.+They+are+easily+replaced+without+any+
risk+for+electrocution.+

All+of+the+above+is+done+with+one+purpose+only,+and+that+is+to++
provide+our+ customers+with+ the+highest+degree+of+ electrical+
safety+available.+

Lightnings+hitting+the+energy+distribution&network+nearby+your+house+are+highly+unlikely+…+
but+not+impossible.+That+is+why+Van+Welleman+Villas®+takes+numerous+precautions+to+protect+
you+&as+well+as+your+sensitive+electronics&+against+ the+ lethal+consequences+of+ this+powerful+
act+ of+nature.+Minimal+ three+ consecutive+barriers+protect+ our+ customers+ against+ lightnings+
within+close+proximity.
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!ig$1.#Traditional#electrical#cabling.#
(220VAC#/#16Amp#with#8#outlets)#

!ig$2.#Safe#Path#electrical#cabling#
(220VAC#/#16Amp#with#8#outlets)#

!ig$3.#3,5#Kilowatt#total#load#example#with#a#440#Watt#load#on#each#outlet#
(traditional#cabling#versus#Safe#Path#cabling)#

1" 2" 3" 4" 5" 6" 7" 8"

α"α"
2,5mm2""

16A"fuse"

max$440$Wa("per"outlet"with"0%$end-to-end$safety$margin$(all"outlets"loaded)""

16A"="100%"load"="0%"safety"margin"16A"nominal""

1" 2" 3" 4" 5" 6" 7" 8"

α"α"

2,5mm2"

Ω"

4mm2"""4mm2"

2,5mm2"

Ω"

16A"fuse"16A"="80%"load"="20%"safety"margin"

20A"nominal""

max'880'Wa+'per"outlet"with"20%'end1to1end'safety'margin'(all"outlets"loaded)""

4A"="25%"load"="75%"safety"margin"

Redundant"cabling"

WhitePaper
Safe-Path Electrical Cabling 

Physical)Bus)topology)
In# a# physical# bus# topology# (i.e.# form,#
architecture)# all# components# are# connected# to#
each:other.#The#<irst#to#the#second,#to#the#third,#
to#the#fourth#…#

Physical)Star)topology)
In# a# physical# star# topology# all# components# are#
connected#to#a#central#“node”#(α).#

Physical)Star2of2Stars)topology)
In# a# physical# star:of:stars# topology# all#
components#are#connected#to#a#node#“Ω”#(also#
referred# to# as# a# satellite)# which# in:turn# is#
connected#to#a#central#node!(α).#

The# major# advantage# of# traditional# “bus”:based# wiring#
systems#is#that#they#are#cheap,#and#easy#to#install.#Typically,#a#
2,5mm2#cable#runs#from#the#technical#closet#(i.e.#the#fuse:box#
“α”)#to#the#<irst#mains#outlet,#then#to#the#second,#third#…#until#
it#reaches#the#eighth#and#<inal#outlet#(i.e.#<ig.#1).#

This# implies# that# all# outlets# :except# the# <irst:# face# an#
increasing#electrical# resistance#…#but#also#an# increased#risk#
for# faulty# contacts.# The# problem# does# not# rely# in# the#
resistance#(since#this#only#causes#a#harmless#loss#of#tension),#
but#in#the#enhanced#danger#for#faulty#contacts#causing#<ire.#

Faulty#contacts#generate#sparks#that#:in#turn:#lead#to#<ire.#In#
fact,# faulty# contacts# are# one# of# the# major# reasons# for# <ire#
(together# with# drying# machines# and# low:tension# halogen#
spots).#One#might#think#that#once#a#system#is#tested#the#risk#
no# longer# exists,# the# reality# however# is# that# faulty# contacts#
are#created#over# time#by#daily# temperature# <luctuations#(i.e.#
the# thermal# oscillation# forcing# screws# to# expand# and#
contract)#as#well#as#through#mechanical#load#due#to#usage.#

Safe# Path# electrical# cabling# uses# a# completely# different#
approach#based#upon#a#“star:of:stars”#topology#(see#column#
right).#The#following#measures#increase#electrical#safety,#<ire#
safety,#and#mains#redundancy#:#

:#First,#two#groups#of#four#outlets#(1:4#and#5:8)#are#used#
###instead#of#one#group#of#eight#outlets.##
:#Second,#all#outlets#are#connected#directly#to#an#intermediate##
###node#(i.e.#“Ω”)#with#individual#2,5mm2#cables.##
:#Third,#all#connections#use#spring:contacts#based#terminal#
###blocks#instead#of#screw:based#junctions.###
:#Fourth,#each#node#(i.e.#“Ω”)#is#connected#to#the#technical##
###closet#(i.e.#“α”)#with#4mm2#cables#instead#of#2,5mm2#cables.##
:#Finally,#the#4mm2#cables#follow#different#paths#towards#the##
###two#nodes.#Should#there#be#a#<ire#in#a#technical#duct,#then##
###only#half#of#the#outlets#will#be#affected#(see#<ig.#2).##

All# of# the# measures# above# lead# to# electrical# systems# with#
better#protection##against#<ire,#damage#and#assault#(<ig.#3).##

Finally,# all# our# technical# closets# are# equipped#with#multiple#
Siemens# spark# detection# systems# to# provide# our# customers#
with#ultimate#electrical#and#<ire#safety.##

Traditional# electrical# cabling# for# residential# environments# have# a# physical# “bus”# topology.#
Van# Welleman# Villas®# decided# to# opt# for# a# completely# different# approach# based# upon# a#
physical# “star:of:stars”# topology.# Not# only# this# reduces# the# wiring# resistance,# it# also#
signi<icantly# minimizes# the# risk# for# faulty# contacts# causing# <ire.# On# top# of# this,# Safe# Path#
cabling#provides#a#fully#redundant#power#distribution#avoiding#mains#failure#in#case#of#<ire.#
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